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TENNANT STREET MEDICAL PRACTICE
General Data Protection Regulations Policy


Introduction

Background

Tennant Street Medical Practice needs to collect personal information about people with whom it deals in order to carry out its business and provide its services. Such people include patients, employees (present, past and prospective), suppliers and other business contacts. The information includes name, address, email address, date of birth, private and confidential information, sensitive information. In addition, we may occasionally be required to collect and use certain types of such personal information to comply with the requirements of the law. No matter how it is collected, recorded and used (e.g. on a computer or on paper) this personal information must be dealt with properly to ensure compliance with the General Data Protection Regulations (GDPR) (the Act).

The lawful and proper treatment of personal information by Tennant Street Medical Practice is extremely important to the success of our business and in order to maintain the confidence of our service users and employees. We ensure that the Tennant Street Medical Practice treats personal information lawfully and correctly.


GDPR Principles

Tennant Street Medical Practice fully supports and complies with 6 the principles of the Act which covers the end-to-end lifecycle of the data including: 

a) Processed lawfully, fairly and in a transparent manner
b) Collected for specified, explicit and legitimate purposes
c) Adequate, relevant and limited to what is necessary
d) Accurate and kept up to date
e) Kept in a form which permits identification of data subjects for no longer than is necessary
f) Processed in a manner that ensures appropriate security, including protection against unauthorised or unlawful processing, accidental loss, destruction or damage.

Scope

Staff of Tennant Street Medical Practice, staff working in or on behalf of Tennant Street Medical Practice (this includes contractors, temporary staff, secondees and all permanent employees).

These regulations do not apply to data relating to the deceased which is covered by the Access to Health Records Act 1990.


Roles and Responsibilities

The Data Protection Officer for Tennant Street Medical Practice is Lianne Cotterill, Senior Information Governance Manager, North Of England Commissioning Support (liane.cotterill@nhs.net).

The Data Controllers are the Partners.

The Data Processors are all the employees of the Practice and any secondees, third party contractors or temporary staff who have access to personal information relating to either patients or employees of Tennant Street Medical Practice.

Patient data within Tennant Street Medical Practice will also be come under the category of ‘Special Category Data’ which the BMA identifies as “necessary for the purposes of preventative or occupational medicine for assessing the working capacity of the employee, medical diagnosis, the provision of the health or social care or treatment or management of health or social care systems and services….”

Tennant Street Medical Practice will:-
· ensure that there is always one person with overall responsibility for data protection. 
· provide training for all staff members who handle personal information
· provide clear lines of report and supervision for compliance with data protection
· carry out regular checks to monitor and assess new processing of personal data and to ensure the Tennant Street Medical Practice notification to the Information Commissioner is updated to take account of any changes in processing of personal data
· develop and maintain GDPR procedures to include: roles and responsibilities, notification, subject access, training and compliance testing
· ensure any new processes involving PID are robustly tested prior to implementation.  Advice will be taken from the Data Protection Officer as needed.  

Employee Responsibilities

All employees will, through appropriate training and responsible management:

• 	Observe all forms of guidance, codes of practice and procedures about the collection and use of personal information.
• 	Understand fully the purposes for which the Tennant Street Medical Practice uses personal information.
• 	Collect and process appropriate information, and only in accordance with the purposes for which it is to be used by Tennant Street Medical Practice to meet its service needs or legal requirements.
• 	Ensure the information is correctly input into the Tennant Street Medical Practice systems.
• 	Ensure the information is destroyed (in accordance with the provisions of the Act) when it is no longer required.
• 	On receipt of a request from an individual for information held about them immediately notify their line manager.
• 	Not send any personal information outside of the United Kingdom without the authority of the Caldicott Guardian.
• 	Understand that breaches of this Policy may result in disciplinary action, including dismissal.

Subject Access Requests

In line with the GDPR, Subject Access Requests (SAR) are non-chargeable whether requested by the patient directly or with express written permission from a third party (eg solicitor or insurance company).

Although SARs can be verbally requested, Tennant Street Medical Practice expects the request to be in writing (either hard copy or email) for reasons of security and identification.

Tennant Street Medical Practice have purchased an add-on to the iGPR software which allows automatic redaction of pre-defined clinical codes and third party information on any patient record.

The output is in PDF format and the patient will be offered the choice of the information being emailed to them using NHS Mail and the word [Secure] in the Subject box.  This allows a level of encryption security for the recipient.   Prior to sending the information via email the patient must sign a consent form to agree that any access to their information via a third party from the patient’s inbox is not the responsibility of the Practice (see Appendix 1).

Patient records can also be printed if the patient does not wish to use email.  The printed copies will be held in Reception for collection by the patient.  Should the patient wish for the information to be posted a postage charge may be applied.

SAR requests will be responded to within 1 month unless there is a genuine and significant reason for not doing so.  The Data Subject who has made the request will be informed of the reason for the delay in writing as soon as it has been identified. 

From 1st April 2020 the option of allowing retrospective access to a patient’s full record on-line via SystmOne is mandated.    The patient must complete a pro-forma (see Appendix 2) which ensures their understanding that some information on the record may be distressing to them and that the practice does not hold responsibility for that.

From November 1st 2022 automatic access to the prospective online record is available for anyone who has access to SystmOne online or the NHS App.  This includes all aspects of the patient record apart from Tasks sent between practice staff.    Tennant Street Medical Practice has enabled this access with the caveat that any information after 1st November will be redacted from online access at the time of entry if the entry is considered to be potentially harmful to the patient.  

New Registrations 

Patients who newly register with Tennant Street Medical Practice will be required to sign their explicit consent to be informed of appointments and health campaigns via SMS messaging (See Appendix 3).

New Employees

New employees at Tennant Street Medical Practice will be asked to sign their consent or dissent to their information being shared with NHS England for statistical purposes.

Currently the information is submitted on a quarterly basis and includes the employee’s name, NI number, date of birth, hours of work and job title.  

Other information shared is for payroll and pension purposes which is essential for administration of both areas and is therefore exempt from dissent.

The Right to Rectification

All Data Subjects have the right to have their data rectified if it is erroneous.  This includes employees of Tennant Street Medical Practice as well as patients.  

Employees

Employees have the right to see their personnel information on request and can request information to be removed from their file or rectified.  This must be a formal request in writing and will be considered by the Data Controllers (ie the Partners) after consideration of any impact that removal or rectification of the data may have on either the Practice or the employee.    All requests will be considered equitably.

Patients

Patients who request rectification of information can do so in writing or verbally and the Practice will take advice from their indemnifiers and/or the Data Protection Officer as to the appropriateness of the rectification of such information.  No information can be permanently deleted from a medical record but the information can be rendered non-visible or rectified.

Due to the automatic online access to  their record from 1st November 2022 it is likely that there may be more requests for rectification if patients are unhappy with entries on their record.

Under data protection law (the GDPR and Data Protection Act 2018) patients have the right to rectification if their personal information is factually inaccurate or incomplete.

Tennant Street Medical Practice has taken the following advice and policy section directly from The Information Commissioner’s Office (ICO) Guide to the GDPR:  

· Patients (or their representatives) can make a rectification request verbally or in writing to anyone in the practice.
· A request will be considered valid as long as the individual has challenged the accuracy of their data and has requested Tennant Street Medical Practice to correct it.  There is no need for individuals to reference the GDPR. 
· Requests will be considered on a case by case basis – there will be no blanket policy.
· Tennant Street Medical Practice will keep a log of all requests whether verbal or in writing.
· Tennant Street Medical Practice will not charge a fee to comply with a request for rectification unless the request is manifestly unfounded or excessive when it is possible to charge a ‘reasonable fee’ for the administrative costs. The decision to charge for administrative costs will be following discussion with MDDUS to ensure the decision is appropriate and justifiable.
· Tennant Street Medical Practice will act upon the request without undue delay and at the latest within one month of receipt. This may be extended by a further two months when the request is complex.
· Tennant Street Medical Practice will restrict the processing of the personal data in question while verifying its accuracy.
· The Practice reserves the right to refuse a request for rectification, but will explain in full the rationale for refusal and advise the patient of their right to complain to the ICO.  
· If inaccurate personal data has been disclosed to third parties, the Practice will inform them of the rectification unless this is impossible or involves disproportionate effort. At the patient’s request, the Practice will also inform them about any person or body who has received the information.

Safeguarding the integrity of patient records

After receiving a rectification request, the Practice will take reasonable steps to satisfy themselves that the data is accurate and to rectify the data if necessary. This will depend on the nature of the information and what it will be used for but the Practice will take into account the arguments and evidence submitted by the patient and consider any steps that can be taken to verify information such as cross-checking against other available records. 

If a factual correction is necessary, such as a misspelt name or incorrect date of birth, it must be obvious who made the amendment and when (electronic record systems create an audit trail of record creation and modification). If the inaccuracy is in a paper record, it will be scored through with a single line so the original text is still legible and the correct entry written alongside with the date, time and the signature of the doctor making the amendment. 

The Practice will not alter a record simply because the patient finds it upsetting or disagrees with a documented clinical opinion. In its frequently asked question section for small healthcare organisations, the ICO explains: ‘An initial diagnosis (or informed opinion) may prove to be incorrect after more extensive examination or further tests. Individuals may want the initial diagnosis to be deleted on the grounds that it was, or proved to be, inaccurate. 

‘However, if the patient’s records accurately reflect the doctor’s diagnosis at the time, the records are not inaccurate because they accurately reflect a particular doctor’s opinion at a particular time. Moreover, the record of the doctor’s initial diagnosis may help those treating the patient later.’

Whilst the Practice cannot alter a record that is an accurate representation of the situation at the time the note was written, it can be agreed to make an additional note which records that the patient disagrees with the opinion.


Data Impact Assessments

Data Impact Assessments (DIA) will be carried out as appropriate to ensure compliance with and adherence to the GDPR.

Breach Notifications

Notifications of a breach of security involving patient or employee data will be reported to the Information Commissioner’s Office without undue delay.  Tennant Street Medical Practice will endeavour to report any breaches within 72 hours of the breach or discovery of the breach.    

Tennant Street Medical Practice will also inform the Data Subject of any breaches that involve their personal information and may result in high risk unless:

· The personal data has been encrypted
· The potential high risk will not materialise
· It would take disproportionate effort in which case a public communication will suffice


Distribution and Implementation

Distribution Plan

This document will be made available to all Staff at the Tennant Street Medical Practice and published on the practice website.

Monitoring

Compliance with the policies and procedures laid down in this document will be monitored by the Practice Manager, together with independent reviews by External Audit (ie the Data Protection and Security Toolkit).

The Practice Manager is responsible for the monitoring, revision and updating of this document on an annual basis or sooner if the need arises (see note below).

NOTE:  Due to the recent changes to legislation this document will remain a live document until case law has identified appropriate amendments and/or further guidance is available.

Documentation supporting this policy




[bookmark: _MON_1683353408][bookmark: _MON_1764666542]

Drs BONAVIA, BERRY, SMITH,
GREEN, FALCUS, GANDHI, FORD & MAITLAND
	
Telephone: (01642) 613331	Tennant Street Medical Practice
Fax: (01642) 675612	Stockton on Tees
	Cleveland
	TS18 2AT

SURGERY HOURS
By appointment only

APPENDIX 1

Permission to use personal email address for personal information




In signing this document I am giving permission to Tennant Street Medical Practice to send copies of my personal health notes to the email address below.

I understand that in sending the email Tennant Street Medical Practice will apply encryption using NHS mail but that the Practice cannot be held responsible if the information is accessed by someone other than myself once it has been delivered to my personal email inbox.

Please write clearly – we will not send emails to addresses that are not 100% legible.  Please ensure that the information below matches the information on your health record.  We will not send emails if the information provided does not match the information we hold on record for you.


Name:	


Date of birth:	


Home Address:	


Email address:	


I give the practice permission to store my email address securely for future use:  

Yes				No	






Signed:	
		


APPENDIX 2
Drs BONAVIA, BERRY, SMITH, 
GREEN, FALCUS, GANDHI, FORD & MAITLAND  

Telephone: (01642) 613331	Tennant Street Medical Practice
	Stockton on Tees
	Cleveland
	TS18 2AT
SURGERY HOURS
By appointment only


<Title> <Forename> <Surname>
<Patient Address>
<Todays date>



Dear <Title> <Surname>


Access to your full medical record on-line

Further to your request for access to your medical records on-line I have enclosed some information for you.

Please read the enclosed leaflet and ensure you are happy with the contents.  I would be grateful if you could then complete the enclosed form and return it to the practice.

If you do not currently have access to the on-line service, you should bring in proof of identity, preferably a driving licence or a passport to ensure security of your information.

If you currently have access to the on-line service, you do not require further identification documentation although you may be asked to confirm your identity verbally by staff.

Please note that any information you provide must match the information we hold on your medical record.    

We will action your request as soon as possible and the access will be granted from the date of your application.  

Please note you will not have access to retrospective information via the on-line service.  

Yours sincerely

Ann Roche


Ann Roche
Patient Services Manager


Drs BONAVIA, BERRY, SMITH,
GREEN, FALCUS, GANDHI, FORD & MAITLAND





Accessing GP Records Online
Patient Information Leaflet

Tennant Street Medical Practice has enabled patients to request repeat prescriptions and book appointments online for some time. 

You may ask for access to key parts of your medical record, including a list of significant problems, test results, immunisations and allergies. From November 2019 you will be able to see the written consultation notes from your doctor or nurse. 

In order to give you safe access to this detailed information, there are some extra considerations as outlined in this leaflet. You will be asked to confirm that you have read and understood this leaflet before consenting and applying to access your records online. The practice will also need to check your identity to make sure that we keep your medical records safe and confidential to you. 

You should consider: 

Abnormal results or bad news 
If your GP has given you access to test results, you may see something that you find upsetting. This may occur before your doctor has spoken to you or while the surgery is closed and you cannot contact them. 

Misunderstood information 
Your medical record is designed to be used by clinical professionals to ensure that you receive the best possible care. Some of the information within your medical record may be highly technical, written by specialists and not easily understood. If you require further clarification, please contact the surgery for a clearer explanation. 

Choosing to share your information with someone 
It’s up to you whether or not you share your information with others – perhaps family members or carers. It’s your choice, but also your responsibility to keep the information safe and secure. 

Coercion 
If you think you may be pressured into revealing details from your patient record to someone else against your will, it is best that you do not register for access at this time. 

Information about someone else 
If you spot something in the record that is not about you or notice any other errors, please log out of the system immediately and contact the practice as soon as possible. 






Please note: 
· It will be your responsibility to keep your login details and password safe and secure. If your record has been accessed by someone without your agreement, then you should change your password immediately or contact the practice so that we can remove online access until you are able to reset your password. 
· If you print out any information from your record, it is your responsibility to keep this secure. If you are at all worried about keeping printed copies safe, we recommend that you do not make copies at all. 
· The practice may not be able to offer full online access if there are concerns that it could cause harm to your physical or mental health or where there is reference to third parties. 
· The practice has the right to remove online access from anyone who doesn’t use the services responsibly. 
· The practice will take all reasonable steps to ensure that access to your medical record is available at all times, but there may be times when technical problems make this impossible. 

More information 

For more information about keeping your healthcare records safe, you will find a helpful leaflet produced by the NHS in conjunction with the British Computer Society: Keeping your online health and social care records safe and secure:

http://www.nhs.uk/NHSEngland/thenhs/records/healthrecords/Documents/PatientGuidanceBooklet.pdf 






Drs BONAVIA, BERRY, SMITH,
GREEN, FALCUS, GANDHI, FORD & MAITLAND
Application form for access to the practice online services

	Surname
	
	Date of birth

	First name

	Address

Postcode

	Email address

	Telephone number
	Mobile number

	
I wish to have access to the following online services (please tick all that apply):

	1.  Booking appointments
	□

	2.  Requesting repeat prescriptions
	□

	3.  Accessing my medical record
	□

	I wish to access my medical record online and understand and agree with each statement (tick)

	1.  I have read and understood the information leaflet provided by the practice
	□

	2.  I will be responsible for the security of the information that I see or download
	□

	3.  If I choose to share my information with anyone else, this is at my own risk
	□

	4.  If I suspect that my account has been accessed by someone without my 	agreement, I will contact the practice as soon as possible
	
□

	5.  If I see information in my record that is not about me or is inaccurate, I will 	contact the practice as soon as possible
	
 □

	6.  If I think that I may come under pressure to give access to someone else 	unwillingly I will contact the practice as soon as possible. 
	
 □

	Signature
	Date

	For practice use only
	

	Patient NHS number

	Identity verified by (initials)

Date
	Method used
	Vouching □
Vouching with information in record □
Photo ID and proof of residence □

	Documentary evidence provided

	Authorised by
	Date

	Date account created

	Date login credentials emailed/given

	Level of record access enabled
Detailed coded record □ 
All prospective □ 
All retrospective □
	Notes / explanation

	Date clinical assurance completed
	Assured by (initials)

	Reason for refusal if record access is refused after clinical assurance.



APPENDIX 3

Tennant Street Medical Practice 
Request to Register – Patient Information

The Practice is committed to providing high quality services to all of our patients.  We aim to be responsive to your needs and respect your privacy and dignity.  We need you to help us achieve this.

We ask that all of our patients accept that they have certain responsibilities:

· That all requests for emergency same day treatment are made for genuine medical reasons where assessment or treatment should not be delayed.  We will always see young children on the same day that you call and patients with emergency/urgent medical needs that day, but you may experience a wait.
· That home visits are only requested for patients that are housebound or terminally ill, or where their medical condition makes attending the Practice impossible.
· Upon invitation, attend our nurse led Clinics if you suffer from a long term condition eg heart disease, diabetes, asthma. Please let us know if you are unable or unwilling to attend.
· Remember you are responsible for your own health and the health of your children. We will provide professional help and advice, please act upon it.
· If you are unable to make an appointment you have booked, please let us know so that we can cancel the appointment in time so that we can make it available to another patient who might need it. 
· If you are going to be late, please contact us, we may be able to rearrange your appointment to a more convenient time.  If you arrive more than 10 minutes late, then the Doctor or Nurse may be committed to seeing other patients and you may be asked to reschedule your appointment.
· It is important that you let us know if you change your name, address or telephone contact numbers.
· That you treat GPs and Practice staff with courtesy at all times. We operate a Zero Tolerance Policy against threatening, aggressive or violent behaviour and any form of discrimination. If this policy is not adhered to you will be removed from the Practice list.

We will always respect the confidential nature of your medical record, however we work with hospital doctors and other nurses and health care professionals to provide your care and we therefore need to ensure that they also have access to the necessary information about your medical history.  We therefore recommend that you confirm your agreement to us sharing information in this way.

You do however have the right to change your mind regarding sharing your information at any time.   If you decide you either wish to opt-in for your record being shared or opt-out you should inform your GP or nurse or a member of the Reception team.    

If you are happy to accept these responsibilities please sign this letter, then complete the registration form attached and hand it to the receptionist.


Name……………………………………………………   


Signature……………………………………………….   




Request to Register Questionnaire

In order to register you must provide 1 photo ID and 2 proofs of address for identification purposes

	Date of request
	

	Full name
	

	Address




	

	Home telephone number
	

	Mobile telephone number
	

	Email address
	

	Date of birth
	

	Place of birth
	

	Name and address of previous GP
	

	Reason for changing GP
	

	Have you ever been refused registration at another GP practice? If yes please give reason
	

	Have you ever been removed from another practice list?  If yes please give reason.
	

	Address(es) in the
last 12 months if 
different from above
	

	What is your ethnic origin?
	

	Do you have special requirement we need to consider? (eg literature in large type, interpreter services, housebound etc)
	

	Are you on regular repeat medication?  If yes, please attach a list from your previous surgery
	Yes	 |_|
No	 |_|

	Do you want access to on-line services to order repeat prescriptions?
	[bookmark: Check1]Yes	 |_|
[bookmark: Check2]No	 |_|

	Do you consent to us sharing your medical records with other health care professionals involved in your care?  Please note you can change your mind about this decision at any time.
	Yes	 |_|
No	 |_|

	Do you consent to us using your mobile number to communicate with you via text message for appointment reminders and  health campaigns? Please note you can change your mind about this decision at any time.
	
Yes	 |_|
No	 |_|

	Are you interested in joining the Patient Participation Group?
	Yes	 |_|
No	 |_|
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Retention period  for health records.xls


Retention period for health records.xls
All retention periods

		Broad descriptor		Record Type		Retention Start		Retention period		Action at end of retention period		Notes

		Care Records with standard retention periods		GP Patient records		Death of Patient		10 years after death see Notes for exceptions		Review and if no longer needed destroy		If a new provider requests the records, these are transferred to the new provider to continue care. If no request to transfer: 
1. Where the patient does not come back to the practice and the records are not transferred to a new provider the record must be retained for 100 years unless it is known that they have emigrated 
2. Where a patient is known to have emigrated, records may be reviewed and destroyed after 10 years
3. If the patient comes back within the 100 years, the retention reverts to 10 years after death.

		Event & Transaction Records		Clinical Audit		Creation		5 years		Review and if no longer needed destroy

		Event & Transaction Records		Clinical Diaries		End of the year to which they relate		2 years		Review and if no longer needed destroy		Diaries of clinical activity & visits must be written up and transferred to the main patient file. If the information is not transferred the diary must be kept for 8 years.

		Event & Transaction Records		Clinical Protocols		Creation		25 years		Review and consider transfer to a Place of Deposit		Clinical protocols may have archival value. They may also be routinely captured in clinical governance meetings which may form part of the permanent record (see Corporate Records).

		Event & Transaction Records		Datasets released by HSCIC under a data sharing agreement		Date specified in the data sharing agreement		Delete with immediate effect		Delete according to HSCIC instruction		http://www.hscic.gov.uk/media/15729/DARS-Data-Sharing-Agreement/pdf/Data_Sharing_Agreement_2015v2%28restricted_editing%29.pdf

		Event & Transaction Records		Equipment maintenance logs		Decommissioning of the equipment		11 years		Review and consider transfer to a Place of Deposit

		Event & Transaction Records		GP temporary resident forms		After treatment		2 years		Review and if no longer needed destroy		Assumes a copy sent to responsible GP for inclusion in the primary care record

		Event & Transaction Records		Inspection of equipment records		Decommissioning of equipment		11 Years		Review and if no longer needed destroy

		Event & Transaction Records		Notifiable disease book		Creation		6 years		Review and if no longer needed destroy

		Telephony Systems & Services (999 phone numbers,111 phone numbers, ambulance, out of hours, single point of contact call centres).		Recorded conversation which may later be needed for clinical negligence purpose		Creation		3 Years		Review and if no longer needed destroy		The period of time cited by the NHS Litigation Authority is 3 years

		Telephony Systems & Services (999 phone numbers,111 phone numbers, ambulance, out of hours, single point of contact call centres).		Recorded conversation which forms part of the health record		Creation		Store as a health record		Review and if no longer needed destroy		It is advisable to transfer any relevant information into the main record through transcription or summarisation. Call handlers may perform this task as part of the call. Where it is not possible to transfer clinical information from the recording to the record the recording must be considered as part of the record and be retained accordingly.

		Corporate Governance		Board Meetings		Creation		Before 20 years but as soon as practically possible		Transfer to a Place of Deposit

		Corporate Governance		Board Meetings (Closed Boards)		Creation		May retain for 20 years		Transfer to a Place of Deposit		Although they may contain confidential or sensitive material they are still a public record and must be transferred at 20 years with any FOI exemptions noted or duty of confidence indicated.

		Corporate Governance		Committees Listed in the Scheme of Delegation or that report into the Board and major projects		Creation		Before 20 years but as soon as practically possible		Transfer to a Place of Deposit

		Corporate Governance		Committees/ Groups / Sub-committees not listed in the scheme of delegation		Creation		6 Years		Review and if no longer needed destroy		Includes minor meetings/projects and departmental business meetings

		Corporate Governance		Destruction Certificates or Electronic Metadata destruction stub or record of information held on destroyed physical media		Destruction of record or information		20 Years		Consider Transfer to a Place of Deposit and if no longer needed to destroy		The Public Records Act 1958 limits the holding of records to 20 years unless there is an instrument issued by the Minister with responsibility for administering the Public Records Act 1958. If records are not excluded by such an instrument they must either be transferred to a place of deposit as a public record or destroyed 20 years after the record has been closed.

		Corporate Governance		Incidents (serious)		Date of Incident		20 Years		Review and consider transfer to a Place of Deposit

		Corporate Governance		Incidents (not serious)		Date of Incident		10 Years		Review and if no longer needed destroy

		Corporate Governance		Non-Clinical Quality Assurance Records		End of year to which the assurance relates		12 years		Review and if no longer needed destroy

		Corporate Governance		Policies, strategies and operating procedures including business plans		Creation		Life of organisation plus 6 years		Review and consider transfer to a Place of Deposit

		Communications		Intranet site		Creation		6 years		Review and consider transfer to a Place of Deposit

		Communications		Patient information leaflets		End of use		6 years		Review and consider transfer to a Place of Deposit

		Communications		Press releases and important internal communications		Release Date		6 years		Review and consider transfer to a Place of Deposit		Press releases may form a significant part of the public record of an organisation which may need to be retained

		Communications		Public consultations		End of consultation		5 years		Review and consider transfer to a Place of Deposit

		Communications		Website		Creation		6 years		Review and consider transfer to a Place of Deposit

		Staff Records & Occupational Health		Duty Roster		Close of financial year		6 years		Review and if no longer needed destroy

		Staff Records & Occupational Health		Exposure Monitoring information		Monitoring ceases		40 years/5 years from the date of the last entry made in it		Review and if no longer needed destroy		A) Where the record is representative of the personal exposures of identifiable employees, for at least 40 years or B) In any other case, for at least 5 years.

		Staff Records & Occupational Health		Occupational Health Reports		Staff member leaves		Keep until 75th birthday or 6 years after the staff member leaves whichever is sooner		Review and if no longer needed destroy

		Staff Records & Occupational Health		Occupational Health Report of Staff member under health surveillance		Staff member leaves		Keep until 75th birthday		Review and if no longer needed destroy

		Staff Records & Occupational Health		Staff Record		Staff member leaves		Keep until 75th birthday (see Notes)		Create Staff Record Summary then review or destroy the main file.		This includes (but is not limited to) evidence of right to work, security checks and recruitment documentation for the successful candidate including job adverts and application forms. May be destroyed 6 years after the staff member leaves or the 75th birthday, whichever is sooner, if a summary has been made.

		Staff Records & Occupational Health		Staff Record Summary		6 years after the staff member leaves		75th Birthday		Place of Deposit should be offered for continued retention or Destroy		Please see page 36 for an example of a Staff Record Summary used by an organisation.

		Staff Records & Occupational Health		Timesheets (original record)		Creation		2 years		Review and if no longer needed destroy

		Staff Records & Occupational Health		Staff Training records		Creation		See Notes		Review and consider transfer to a Place of Deposit		Records of significant training must be kept until 75th birthday or 6 years after the staff member leaves. It can be difficult to categorise staff training records as significant as this can depend upon the staff member’s role. The IGA recommends: 1 Clinical training records - to be retained until 75th birthday or six years after the staff member leaves, whichever is the longer2 Statutory and mandatory training records - to be kept for ten years after training completed3Other training records - keep for six years after training completed.

		Procurement		Contracts sealed or unsealed		End of contract		6 years		Review and if no longer needed destroy

		Procurement		Contracts - financial approval files		End of contract		15  years		Review and if no longer needed destroy

		Procurement		Contracts - financial approved suppliers documentation		When supplier finishes work		11 years		Review and if no longer needed destroy

		Procurement		Tenders (successful)		End of contract		6 years		Review and if no longer needed destroy

		Procurement		Tenders (unsuccessful)		Award of tender		6 years		Review and if no longer needed destroy

		Estates		Building plans and records of major building work		Completion of work		Lifetime of the building or disposal of asset plus six years		Review and consider transfer to a Place of Deposit		Building plans and records of works are potentially of historical interest and where possible be kept and transferred to a place of deposit

		Estates		CCTV				See ICO Code of Practice		Review and if no longer needed destroy		ICO Code of Practice: https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf 
The length of retention must be determined by the purpose for which the CCTV has been deployed. The recorded images will only be retained long enough for any incident to come to light (e.g. for a theft to be noticed) and the incident to be investigated.

		Estates		Equipment monitoring and testing and maintenance work		Completion of monitoring or test		10 years		Review and if no longer needed destroy

		Estates		Inspection reports		End of lifetime of installation		Lifetime of installation		Review

		Estates		Leases		Termination of lease		12 years		Review and if no longer needed destroy

		Estates		Minor building works		Completion of work		retain for 6 years		Review and if no longer needed destroy

		Estates		Photographic collections of service locations and events and activities		Close of collection		Retain for not more than 20 years		Consider transfer to a place of deposit		The main reason for maintaining photographic collections is for historical legacy of the running and operation of an organisation. However, photographs may have subsidiary uses for legal enquiries.

		Estates		Surveys		End of lifetime of installation or building		Lifetime of installation or building		Review and consider transfer to Place of Deposit

		Finance		Accounts		Close of financial year		3 years		Review and if no longer needed destroy		Includes all associated documentation and records for the purpose of audit as agreed by auditors

		Finance		Benefactions		End of financial year		8 years		Review and consider transfer to Place of Deposit		These may already be in the financial accounts and may be captured in other records/reports or committee papers. Where benefactions endowment trust fund/legacies - permanent retention.

		Finance		Debtor records cleared		Close of financial year		2 years		Review and if no longer needed destroy

		Finance		Debtor records not cleared		Close of financial year		6 years		Review and if no longer needed destroy

		Finance		Donations		Close of financial year		6 years		Review and if no longer needed destroy

		Finance		Expenses		Close of financial year		6 years		Review and if no longer needed destroy

		Finance		Final annual accounts report		Creation		Before 20 years		Transfer to place of deposit if not transferred with the board papers		Should be transferred to a place of deposit as soon as practically possible

		Finance		Financial records of transactions		End of financial year		6 Years		Review and if no longer needed destroy

		Finance		Petty cash		End of financial year		2 Years		Review and if no longer needed destroy

		Finance		Private Finance initiative (PFI) files		End of PFI		Lifetime of PFI		Review and consider transfer to Place of Deposit

		Finance		Salaries paid to staff		Close of financial year		10 Years		Review and if no longer needed destroy

		Finance		Superannuation records		Close of financial year		10 Years		Review and if no longer needed destroy

		Legal, Complaints & information Rights		Complaints case file		Closure of incident (see Notes)		10 years		Review and if no longer needed destroy		http://www.nationalarchives.gov.uk/documents/information-management/sched_complaints.pdf 

The incident is not closed until all subsequent processes have ceased including litigation. The file must not be kept on the patient file. A separate file must always be maintained.

		Legal, Complaints & information Rights		Fraud case files		Case closure		6 years		Review and if no longer needed destroy

		Legal, Complaints & information Rights		Freedom of Information (FOI) requests and responses and any associated correspondence		Closure of FOI request		3 years		Review and if no longer needed destroy		Where redactions have been made it is important to keep a copy of the redacted disclosed documents or if not practical to keep a summary of the redactions.

		Legal, Complaints & information Rights		FOI requests where there has been a subsequent appeal		Closure of appeal		6 years		Review and if no longer needed destroy

		Legal, Complaints & information Rights		Industrial relations including tribunal case records		Close of financial year		10 Years		Review and consider transfer to a Place of Deposit		Some organisations may record these as part of the staff record but in most cases they will form a distinct separate record either held by the staff member/manager or by the payroll team for processing.

		Legal, Complaints & information Rights		Litigation records		Closure of case		10 years		Review and consider transfer to a Place of Deposit

		Legal, Complaints & information Rights		Patents / trademarks / copyright / intellectual property-		End of lifetime of patent or termination of licence/action		Lifetime of patent or 6 years from end of licence /action		Review and consider transfer to Place of Deposit

		Legal, Complaints & information Rights		Software licences		End of lifetime of software		Lifetime of software		Review and if no longer needed destroy

		Legal, Complaints & information Rights		Subject Access Requests (SAR) and disclosure correspondence		Closure of SAR		3 Years		Review and if no longer needed destroy

		Legal, Complaints & information Rights		Subject access requests where there has been a subsequent appeal		Closure of appeal		6 Years		Review and if no longer needed destroy



http://www.hscic.gov.uk/media/15729/DARS-Data-Sharing-Agreement/pdf/Data_Sharing_Agreement_2015v2%28restricted_editing%29.pdf

ICO Code of Practice: https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf 
The length of retention must be determined by the purpose for which the CCTV has been deployed. The recorded images will only be retained long enough for any incident to come to light (e.g. for a theft to be noticed) and the incident to be investigated.

http://www.nationalarchives.gov.uk/documents/information-management/sched_complaints.pdf 

The incident is not closed until all subsequent processes have ceased including litigation. The file must not be kept on the patient file. A separate file must always be maintained.
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		S:\A81006\CQC Documents\GDPR

		Data held		Affected individual		From/To		Flow in/out/both		Where retained		Electronic or paper		Security processes		Retention process

		Demographics 		Patient 		Other GP practice		Both		On site		Electronic		Smartcard access only		Automatic via S1		Updated 18/12/2024

		Relationship details		Patient 		Patient		Both		On site		Electronic		Smartcard access only		Automatic via S1

		Clinic Letters		Patient 		Hospital		Both		On site		Electronic		Smartcard access only		Automatic via S1

		Health Records		Patient 		Other GP practice		Both		On site		Both		Smartcard access only to electronic records
		Paper records retained for 6 months and then sent to Niche Health

		Archived Health Records		Patient 		External source		Both		Off site		Paper		Contract with Niche Health		As per contract

		Health Records when patient leaves practice		Patient 		External source		Out		Off site		Electronic		Automated transfer		N/A

		Health Records when patient joins practice		Patient 		Other GP practice		In		On site		Both		Automated transfer		Automatic via S1

		SAR Health Records		Patient 		Patient		Out		Off site		Both		Encrypted email with [Secure] in subject line.  By paper - given to patient following ID check		N/A

		Prescription requests		Patient 		External source		In		On site		Electronic		Smartcard access only		Automatic via S1

		Prescription requests		Patient 		External source		In		On site		Paper		Retained in area only accessible to staff		Shredded as soon as processed

		Prescriptions		Patient 		Internal source		Both		On site		Paper		Paper scripts retained behind constantly manned reception area.   Only distributed after ID check with requester.		N/A given to requester

		Hospital Discharge letters		Patient 		Hospital		In		On site		Electronic		Scanned to patient record - paper copy shredded		Automatic via S1

		Prescriptions		Patient 		Internal source		Both		On site		Electronic		Smartcard access only		Automatic via S1

		X-Rays etc		Patient 		Hospital		In		On site		Electronic		Smartcard access only		Automatic via S1

		Test Results		Patient 		Hospital		In		On site		Electronic		Smartcard access only		Automatic via S1

		PRF1		Patient 		Patient		In		On site		Both		Smartcard access only for electronic.  Paper copy filed on patient's notes		Filed in paper notes and retained for 6 months  then sent to Niche Health

		Death notifications		Patient 		External source		Both		Off site		Both		Electronic Smartcard access only		N/a

		General Patient correspondence (appointment letters etc)		Patient 		Patient		Both		On site		Electronic		Smartcard access only		Automatic via S1

		Complaints 		Patient 		Patient		In		On site		Both		Electronic kept in area of shared drive accessible only to senior management.  Paper copies scanned and filed to S: drive		Review after 10 years of case closing and destroy

		Application form		Staff		External source		In		On site		Both		Electronic held in secure email repository.  Hard copies in staff only area		Unsuccessful candidates - shredded immediately post shortlisting


		Interview notes		Staff		Internal source		In		On site		Paper		Retained in area only accessible to staff		Unsuccessful candidates shredded immediately post feedback

		Statistical information to NHS E		Staff		Internal source		Out		Off site		Electronic		Sent via encrypted website		N/A but staff have to sign consent/dissent to share

		Payroll information		Staff		External source		Both		On site		Both		Sent via encrypted email		GDPR privacy notification received from Fairway

		Pensions information		Staff		External source		Both		On site		Both		Retained in staff files in secure area in locked filing cabinet.  Access to senior management only		GDPR privacy notification received from NHS Pensions

		Reference request		Staff		External source		Both		On site		Both		Retained in secure area of shared drive		See below

		Personnel records		Staff		Internal source		In		On site		Both		Retained in secure area of shared drive and in locked filing cabinet in staff only area - access via key by JD/LMc only		This includes (but is not limited to) evidence of right to work, security checks and recruitment documentation for the successful candidate including job adverts and application forms. May be destroyed 6 years after the staff member leaves or the 75th birthday, whichever is sooner, if a summary has been made.
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Data Security Audit Checklist

This checklist is a guide which you might chose to use – you can add or remove these checks from your audits as applicable for your organisation.

		Staff

		Date audited



		Spot check that staff understand their responsibility towards data security

		21/12/2024



		Spot check that staff are aware of our data protection policies

		21/12/2024



		Have staff received training on data protection?

		21/12/2024



		Have any staff undergone disciplinary action in relation to data protection and security?

		21/12/2024



		Spot check that staff understand how to report security breaches and near misses.

		21/12/2024



		Physical Access to hardcopy records

		



		Check the record of which staff have access to confidential areas is up to date.

		21/12/2024



		All offices, files, or cabinets which contain confidential information are kept locked when not in use.

		21/12/2024



		Has all confidential waste been disposed of securely and are there destruction certificates? (If applicable)

		21/12/2024



		Has anyone inappropriately accessed, or attempted to access, confidential records?

		21/12/2024



		Digital Access to records

		



		Is the allocation of administrator rights restricted?

		21/12/2024



		Have staff access rights been reviewed?

		21/12/2024



		Check if there is any evidence of staff sharing access rights.

		21/12/2024



		Screens are locked when not in use.

		21/12/2024



		Check that our password policy is being followed

		21/12/2024



		Has anyone inappropriately accessed, or attempted to access, confidential records?

		21/12/2024



		Have appropriate security measures been applied to all computers, laptops and mobile devices?

		21/12/2024



		Staff are using computers appropriately e.g. no personal use, no downloading unapproved software, no social media use etc.

		21/12/2024



		Sharing data

		



		Our procedures for safely sharing personal information via post are being followed.

		21/12/2024



		Our procedures for safely sharing personal information via secure email are being followed.

		21/12/2024



		Legal Checks

		



		The Information Asset Register has been reviewed and signed off.

		21/12/2024



		The Record of Processing Activities has been reviewed and signed off.

		21/12/2024



		Records of consent are up to date and still applicable. 

		21/12/2024
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